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[0 0 0 1 ] 

m®. z urn ? & tc &><D4kmmumm<D$£fiWimc. m-t s ^mmummmf >>^r 
a. ^mmmmm^f^m. &£&m*wttmm. mmz^u^^^mmmmz 
rn-tz* zibiz. temmuwmitftfi-tzMum (ca) iz&^t. mm<z>m& 
xAizMf^vtc^mmumm^nh. ^mmumm^mm-t^^y^ 
jt-j iz&rt&m&&zm&>fr / Ammuwmmf s^x^a, ^mmummmn^ 

[0 0 0 2] 

^f-A^n^A, W^-#> fat*? 5 -*, i$M^n^7Af, 

i^asV7h')l7f-* (J^T, Zltie>?:3>^>^ (Content) fcBf^) 
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V 

V^*UC#</gv^*lTVx£ 0 43tBMiH|p-&^<0^e«r«s*(3DtC»RS A (Rive 
st-Shamir-Adleman) HgF##&S 0 £ftfcJ:#?if JC:*g«i 2 0©3&R (Mx.tfl 5 
0#j) ©^fcfflV^fcCJDT'&y. ^^2oM («^tfl5 0ffi) CD«^m 

[0 0 0 7] 

$e>(C, &&mi«#:£«©f5*&&fc©£UT, ffRffiifM# (Elliptic Cur 
ve Cryptography (EC C) ) &fflV*&#e£#fc5. ^ tUiff BtMh «U£*l5 

ft*±:©j*©weif[|i««3eii-es, ^©_tT% flraftttNSaffi&ft (grants: 

[0 0 0 8] 

<RSABt^^(DHt>fX^5 1 2, 1 0 24, & fcte 2 0 4 8 \Zy Y 

(dizmlt. nnmmm* (eco fc/gv^;^ w^tf*R^DSAf* 

(ECDSA) ©it^Xttl 6 0, 1 9 2, ifett2 2 4 lf<y Mlti^© 
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mmmmfrbffife<D^mg*MiX'AfflmzA^Lxxm^zm^it^xmm& 
Aizmtt-t& 0 mm%Aizm®mzm^xm^ticm^zm^-t2>^<Di;xT<u 
x$>& a ztc, mmrnAit. m®mzm^x$:mmizm£ittfv. 
^tf&mmmmfrbffife&^mgzmx&fflmzA^Lx. ^t^m^^M.^. 

[0 0 10] 

5Uc£tt£igIiE^ (CA : Certification Authority^ I A : Issuing Autho 

rity) tfmf~?z>mmmx$>v. =l~^^^(did. tkmm^zmmm^m 

[0011] 

01 tc^f^^ltiE0^»«, $Et»*©A-S?a>#^ fgfiEM (I A) #Uf3! 
*3pJM#JC^LSJ»;#W-«IEW*©jiL#-^, ±10RSA, ECDSA^f 

s mm. ummmmmo&m (^-fiD) , umwmmma&MmM&izm+m 

[0 0 12] 

<d£M. mmm&mzhmm. uwmmm&<D&mMmzmmwmmma>'Ammi& 
mzttL*£f&2frz m*m& x* & y , Mi«A * ^> ^ wtsc &aMttAys/at 
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[0013] 

J&> ffilfs (ZftZV : Revocation*:!^) ifr 

[0014] 

[0 0 15] 

^^SSr^Tt-^rL-if^A-f X^(Z)o:>^w^'rli. iui& LfcECD S A, R 

e cd s at;i/=ju xa, ^svNiiR s at;H'J XAico^/SLfc&Stfni 

[0 0 16] 
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jm$k. mw7&m\%±<DM$k%i(D 1 o titi^i (&&mo **#w 

^$fflA-K')x7(HSM : Hardware Security Module) Tfff "5 H 

JH£-f 0 Jg^E, H SM$:|iJffl bT^X:rA£^§^bTV'v<5>?r — ^tt&S;^, 

$EM (CA) ©*3S#3S*lS. 
[0 0 18] 

M^«ia2tc^t-j;e»jc, ecds Ar;i/dry xA^^sorii^Ec 

DSAf^>fX2 3ttu ECD S AY frzSV X2±\Z&Z>m%t®M%:$&x1r 
DSAfil (E CD S A- R A : Registration Authority) 2 2 lC£t|igiiIiEE9! 

&BB«III5i*$8*?g# & U rtlftECDSAWJXACJ:* W£&JS 
5rH^f E C D S A^liEM (ECDSA — CA) 2 UCiiMil/, ECDSA^ 
HEM (ECDSA-CA) 2 1lt ECDS AT^^'JXAlC^SfMa&H 
frLfc45i0B«tlEW»S:»ff LTECDS AfiM2 2 ^ITECDSAf/U 
^23 &C@H;fc-f £ = 
[0019] 

— RSA7;b:JyXA&*M«rfBfcRSAfVWX3 Sit. RSA7;i/J 
U XAJC J:S*4Mft3&l&fTl"<5 R S ASi^ (R S A - R A : Registration A 

uthority) 3 2K&wmummftffm#. &£v^«fTg#&*T&vv rsai 

XA(Cj:SfMa$:llfttSRSAgEM (RSA-CA) 31&Ci£f9U R 
SASEM (RSA-CA) 3 1 l±, RS Ar;HfU XAtCfcSSi&^a&l^ff 
Lfc^B8tttiEW*S:»ff LTRS AgiM3 2 ^LTRSAfA>f^3 3 JCgfi 
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CDS AttT-m&tfMZ tlfc E C D S AtVW X 2 3 ©&|»«5EI8*&£te 0 
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020ECDSAf/H^2 3 RSAf/UX3 3 H O Rf Vttl^ 

b fe^Iglffiit ?: E C D S A 2 2 , RSAliM3 2i:MU ££>fC 
, ECDS ASSIEM (ECDS A-CA) 2 1, R S AMUffi ( R S A - C A) 
SlJCi&fgU ECD S AfgfEM (ECD S A-CA) 2 1, RSAfg|IE^(R 

sa-ca) 3 1 t<Dmx'ms.izm^t>-tt^mn u 
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Lfe'AffimUWmZftft-t -SZlillC J: U, ECDSAr/HX, RSAr/HX 

»riB & s * e> ic &m<Dm&tt<z>m&ittttia l t^mmumm^mm<DMu 
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[0 0 5 6] 

aaa^ ic ^ o t , i&fsw^ ^ >^ a - - -f » *f j& t z> m& *e & a 
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[0 0 5 9] 
[0 0 6 0] 

* • 7uy^2±zn>\±^-#inmtefe : &T*m&irz>mfaT'$>z>o mm*, cd 

^FD, MOteZto&mmfc &£W±, *y h if if > * 

[0 0 6 1] 

[0 0 6 2] 

Steffi© '4*«-*>JpJj&tt, ^i-S^^CDHMM^^-TS 
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SSIIM (CA : Certification Authority) 
S£$§M (RA : Registration Authority) 

kx^^w (ee) fr<b<D&ffimmwmmmmit$:v, mum (ca) jc 

X>f-ff^ (EE) IZ^Ztl&a 

A-FfxT* t^ayf-f • ^e^^. — ;b (H SM : Hardware Security Modu 
le) 

X>Kl>f>ff^ (E E : End Entity) 
[0 0 6 4] 

[^IS:©^ : E^a.-;b$:^oM3iEM (CA) ] 
m£tt»<£>-t*c3- (DmrnZMUmiC A : Certificate Author ity) 

[0 0 6 5] 

A- F^i7(H SM : Hardware Security Module) "£$7? 3 
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[0 0 6 6] 

*mm(DisxT<uiz.te^Tte. mum (ca) «8t©Mfcs*£;#5£, at 

■tt«©*i& i E2?a-/bfe^'reBiEj9 (CA) «|Jfc&||J5I"r«5. 
[0 0 6 7] 

H3^|gSfc©^^^a~^S:^o«^$8|E$iai:LT©S83EM (CA) ©«t 

mzwtwrzmzB-to mum (ca) 7o©cAt-;nin £tnatSE$« 

»»ff*f*X> h*X>f^f^ (EE : End Entity)^ *o<D'AffimUWmftft SI 
^Srfifc* J&ilN*M (R A : Registration Authority) 8 1 ~ 8 5 Sr^LT^fg-f 

•So - 

[0 0 6 8] 

#S»S (RA) 8 1-8 5H Sa0f»t6X>Kx>f-ff^-(EE) 

jc^LT^-rs^BBataEwstc^-rsSi&r^ifuxA, «ia«,'rsa (Ri 

vest-Shamir-Adleman) BgF#2f5£, $>Z> V*teflfrHffi*RlfiF# (ECC : Elliptic Cu 
rve Cryptography) fc£f Srlf^ ItlSbtfe »A SHISftfc* 
1 o*fcttaa©T^/^UXAtcj:S*ifeS:||^f L'fc^BHataEWS© 
»ffS*S:KaE^7 O'tC^UTlgff-r*. (RA) 8 1-8 5H SB 

(Dfit5x>Fx>fYf^ (EE) JCfc^TffiSnTtB, ^fr^tftSMaSiir 
tt**^ftT/I/=fUXAC|£ofe**^ftSnfe^MatiiEW»©»ff 

zticfcy, (ra) 8 i~8 5r^tc#&M-r**i&r;nfuxAtt^ 

[0 0 6 9] 

■^B8atSiEW#©»ffS#tt, IKM (CA) 7 0©CAt-;17 llCiotS 
'ttft&tU CAt-;<(Dtt5M»S (RA) 8 1~8 5 fcj8fl|#ifer;i/=ru 
XAOlI$:M#^fcf-7';U;fot, ^^^^n-;i/7 2 a — 7 2 ntfig 
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[0 0 7 0] 

:x-;WC «fcoT^f of|8^^r;i/=f U XA (ex. R S A, ECDSA) lCf£ 
otfM&^fb, W^^HfT^*lfc^itlE^*$:CA-9— 717 1 icig^ 

&^i?^-jifrb$:mi : xft47m&zmis&&mm cra> 8 i ~ 8 5 jc^-r 

[0 0 7 1 ] 

Si& ; E^^-;b7 2 a~7 2 n<Z)#*tt, m&1t2tfi-t 2>fclto<0&4iT fc^V 

*<Dm&mzm^Tm£*mft?2>o m^v^-m 2 a ~7 2 n ©#*tt, 

#£3&fTJ§a>3US/N- K<?i7(HSM : Hardware Security Module), 
**7^^yXA& Hff «TIB ^^D^ACiotfi&S: Hfi^ £ * ffl :/ □ -fe v 

a~72 n<7J#*&jif#>/\°-'[££^l3, 1 <Z>^ Lfe^BBStliEW 

*©«^s^fc«o" < * * -fe - v\zn Lxm&m\z. j; &m%xym * 

H S M ^£ T ;i/ 3 U X A & Hff oTtg ft^n^AJC^o TW& £ Mft-t 2> m 
[0 0 7 2] 

^^^^3.-^7 2a~72 n <Z)#>5rcD^ft" 5^&*M(Z>0!J£. It, RS A 
(Rivest-Shamir-Adleman) Hjt#;#5£, URDSAf^K (ECDSA : E 1 1 i p 
tic Curve Digital Signature Algorithm) ££tC, #:^fIUc£v^ 

T«, M^.tf3S^Eftfc*lTV^S%©h IT, R S AP|f# : 5 1 2 b i t , 10 2 
4b it, 2048bit, ECDSAT'H 160b it, 192bi 



2 5 



ffi|I#2 001-3107893 



#2001—002220 



t, 2 24 bitm. ECDSA^tCa^tii, #F(p) (ptt3g»[ 

*fctt2©/«£3[|) ±©ltP3ffi^y 2 = x 3 +ax+b^cfeV^T, #©*«P, r, a, 

b, ffi^±0^-X5K>f > hGx.Gy {C iotfMW5:lf^7;i/^'JXA^ 

[0 0 7 3] 

IEM (CA : Certification Authority) L 5 „ :fc#i!BJ!© 

5 0 9 V 3 CWLfeM-e^-So 
[0 0 7 4] 

A-ya> (version) ft, SEW#7*— W h©/t— y . 
S/'J7^t>/< (Serial Number) fgfl^ (CA) <fc o Tig5££*l£<£ 

fi&T^^yXMg!^ r^JUXA^Jl-* (Signature algorithm Id 
entifier algorithm parameter) &ffi^U%}^V>M£T Jl3 V XI* t^tCDJS 

zmm-tz?* -ji ft***. i^iyxAtbtit ftp? 
a 9 * - # & <t Tfm&wmm £ ti, rsa s ti t v > -5 ic tt«g« # §2* 

^ff# (issuer) 4kmmUWm<Dftfi -T&fctblSiiEJg (CA) ©ifelS; 
#SRBtfBrfB&J£5SS (Distinguished Name) T»IE».S *l5 7 FT?&<5 0 

ta«iK(vaiidity)tt, mmm<om*bmf&-e*>&mteB#* mrsmmmz 

Vzr*j3L>7 h (subject) rL-ifT*feS0H*f^#©i&B«^SH#$ti-5„ A 
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if^^x^>^^^'^# (subject Public Key Info algorithm subject Publ 

ic key) =L-*f<D&mm>mmt: ut^ht^^uxa, gtfitig-e©^^ 

[0 0 7 5] 

mt'^ ( £^ggliEE!§*:7tf-Vy hX. 5 0 9 V 1 \Z^HtlZ>y J -Jl 
KT'&'J, J^Ttt, ^^liE^»77l--V^ hX. 5 0 9 V 3 lZ&\<^xmu2 

[0 0 7 6] 

lE^M^^M^- (authority Key Identifier-key Identifier, authority Ce 
rt Issuer, authority Cert Serial Number) iSIEM (CA) (Dm&Mffl-t 

zmm-eib*). mmm^ asmm) , ^hm (ca) mm^^w^ 

if:/i?x* hgt!$j3!B=- (subject key Identifier) ^CD»§:^^lI0^ 
g^SSlft (key usage) (i, H<D^ffi S ^^fl^^-S 7 ^ KT?& »J , ( 

o) ?4v*frm&m* (i) ^su&ifcfli, (2) mom-^itm. o> *yiz 

-S^CDHHHfcM, (4) &iiit@Bi£M, (5) fg$E(Z>^&5lfBM> (6) £c#y 

%&ti&£&&l£ (private Key Usage Period) rt-if «ftftlt(0^ 

SKSEMsKUS/- (certificate Policies) fcfc, fg$EM (CA) feJ:tfS»M ( 
RA) ©SEW*«ff3KU S/-&IB»"t*. litfl SO/IEC9 3 8 4 - 1IC 

3K'JS/--7ytT>^ (policy Mapping) ft, fg$E^ (CA) SrfgfiE^S^ 

jco^saarrs^w -;i/ k^**j, nw*»fT ^f&^sgiiM (ca) ©jkus/ 

■9->K— h • (supported Algorithms) &£, ^ V V V V (X. 5 
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So 

(subject Alt Name) rt-if <Z)gIJi&S:|H^-r S 7>f . 

»ff#S'Ji& (issuer Alt Name) £, SE^#^fT#©grji& S 7 -f -JU 

VfVx>9 h ♦ ^ 1/9 bV • 7hU tfn— h (subject Directory Attribut 
e) It, 3.— if©tt*(0Mtt«:fi»'r*7W , -^/KTf*6. 
IS*1W*& (basic Constraint) It, fEI£tt*<Z>&0l*ttfBiEJ3 (CA) 

Ztffifflffi (name Constraints) It, *&B3E##B$EM (CA) T? 

jKyS/-«j» (policy Constraints) It, 0H^X(D$£ »J lC*f"T £l£5tfc0i£ 
jKU S/- I D, *!itstf U Sz-vy^Sril^'r SWISS: IBMi-S. 

C R LjSJ^tfx-f > h (Certificate Revocation List Distribution Points) 

m&i*. mum (ca) ©f^7>f-;i/Kt'*s. 

[0 0 7 7] 

±j*O^BH«SEW*©*ife«, ^F^H$E0^«|g#M (CA) <B»«&«S:fflV*T 
#lt, ^M«3EEW*»ffM (CA) <Z>&Wtt&MV*TtftSE3:fTfcv\ ^^USE^ 
[0 0 7 8] 

•?t*©r^jy xaicov^t, me zm^xtUHmmm^ (Einpt 

ic Curve Cryptography (E CO ) &/B V^^StC-D V^lftl^-£"£ 0 |H61C^ 
-f^LSlt, ECDSA ( (Elliptic Curve Digital Signature Algorithm) , IE 
EE P1363/D3) £M Vn£«^-#£,^- # ffl«l7 D -T'^S. 
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[0 0 7 9] 

mQ^^vzfK-D^XWm-t^. Xf>y^ S 1 tefc^T, pOT, a, b 
&f PJiI©M (f : 4 a 3 + 2 7 b 2 ^ 0 (mod p). GfcffiRffi 

iSSU:©^-*^ > K r£G(Z)fe$u K s (0<Ks<r) £i-£ 0 

X^^y^S 2 fcVNT, ;* >yi?-^M<Z)7Vy S/^ifi£ft#U f=Hash(M)£-f So 
[0 0 8 0] 

oM^SAiJr-^ $:^Lffii-3i:^ffili-e^>-5>#^[$:^"r '&o A * 2/ a MUt £ 
LTtt, MD4, MD5, S H A - 1 & ^ £ tl -5 U DES- 

CBC#/8V*e>*l*»-&%&5„ 3 fiMAit^SMAC (^i^y 
I CV&C*@^£) 2>Vvy */rL<ji£3&£ 0 
[0 0 8 1 ] 

tilVT. Xr>^S3T% SL»u (0<u<r) &£j«U ^f^S4t^ 
-*jtf>f >h&u«UfeJffi*V (Xv, Yv) SItltS. ffifRffiSSLt© 

[0 0 8 2] 
UBtl] 

P=(Xa, Ya),Q=(Xb, Yb),R=(Xc,Yc)=P+Qtt.Sf:, 

p*q©b# mn) , 

Xc = A 2 -Xa-Xb 

Yc = AX(Xa-Xc)-Ya 

A, =( Y b — Y a)/(X b -X a) 

P=Q©f$ (2#F») , 

Xc4 2 -2Xa 

Yc = ^X(Xa-Xc)-Ya 
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Jl=(3 (Xa) 2 + a)/(2 Y a) 
[0 0 8 3] 

fimHLTfc<D£5lZft$ 0 G, 2 XG, 4XG- • &ttlU u&2iiM§|»U 
Tl#3£oTV^£3 3{C;*fjS-f £ 2 'XG (G$:i|lI2iILfei ( i & u © L 

[0 0 8 4] 

Xf7^S5t% c=Xvmod r SrifBU ^f-y^S 6 t'ifflf^ 0 
fcSfr^jMHISfeU OTfttttltfXfy^S 7T*d = C (f + cKs) /u] 
mod rHtll, XryfS 8t d # 0 T* * * if ^ **fi[£ U d^OT^ 

5:160 fcf>y hS^^^T^-S^-K^-r^i:, m^m&T- Z it 3 2 0 \Hv h& 

[0 0 8 5] 

[0 0 8 6] 

Slit, Mfe* pfctSSt, a, b&fl|R|ffii(l8(Z)#jR (fIBffiifeg : y 2 = 

x 3 +ax + b), G&«Rj&ij*±<D/<-*3K>f > K r&G©&«, G£<fctfK 
sXGSW(0<Ks<r) h-T-Sc ^f 7^S 1 2T'i^r-^ cfe 
J:tfd#0<c<r, 0 < d < r Zffifc-t ^tftfE^ So rtl$:?i^LTVNfe^# 
, ^fy^S13t% ;* yte-VM<DJ\y S/a.'it&tHSl/, f=Hash (M) 
*7^y^S 1 4T'h=l/d mod rfclfHU 7."rvzfS 1 5T*h 1 
= fh mod r,h2 = ch mod r 2:If^"f 
[0 0 8 7] 

X-r-y^S 1 6tCfcV^ SElCtfffUfch 1 £J:tfh 2 fcfljv^ ,&P = (Xp 
, Yp)=hlXG+h2-Ks XGSrim^So «^**tME#U:, ^HiG 
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©^^^-^cDftlt^-r^^o fit, xf^S l 7T\£P#«3i,£fr£e> 
^li^f^ys 16n^Tb^. P= (X, Y) % Q= (X, -Y 

-5) o Xf^SHT'Xp mod r£ffJ|U «^f£-r- Z c fcJfcErT 6 

. z.<Dm&-mLT^t=.m&. xf^^s i 9&c>t^ «^^^iel 

[0 0 8 8] 

L fcl&^it £ £f£ L £ r £. t> Z> . 

[0 0 8 9] 

1 2iCfc^T, i^f-^ctfclid^ 0<c<r, 0<d 
<r &?i££&fro£i§lli\ Xf>V^S 2 O-JCaitf. :/ S 1 7 {C & 

v>T, ^, P ^iPSMt fe o fcS^r * xf S 2 o tciitf. x^- 
y^"S 1 8tCfeV>T, Xp mod r <DUt>K S^^-r- * c £ — Wi IT V^fc 
^ofeS-^tCtiX^^^S 2 OlCitfro 
[0 0 9 0] 

[0 0 9 1 ] 

rs Af###^(D^£T;b=ry XA&H8, H9 sr^^tsiw-rs. s 

U ©9& (a) m&ZL&Wm. (b) «^fcSE*!IJI&j*LT^S, 
[0 0 9 2] 

«P, q (15 Offi^S) Sai^b (S21), n= p q SrfMIL (S 2 2) , 

$^>ic l= (p-i) (q-D ^ttib (S23) , Ln&mmmz&f=.te 
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^nmWMDJEmmeZmmh. (n, e) Z&ffimtLL (S 2 4) , de = l 
mod L*m%.'tZ>jE&ma £*#)T (p, q, d) £|ft^|th-f£ (S2 5 

) . 

[0 0 9 3] 

fffcn^o 09 (a) tc^-m&£j&&, x^-^^s 3 1 iz&^x. m&ttmt 

&Z*vt-i?M\ZMLTS\vi/3.mWLhZmmLTm=h (M) ££f£U $ 
<s{C, S=m d mod nfe4|J(S3 2) Ut, S %W&£.'i'£>° 
[0 0 9 4] 

IH 9 (b) iC^S&l&iEtt, f ife^tf t h ^ S ^ ^ t - i/'M (CM b t A 7 
i/rL^h &igMLTm=h (M) (S3 3) U ££>IC, m=S e mo 

d n^^t-^ fr&frZtfiU. (S3 4) IT, Z>m&\*. *£#IEL^ 

(S3 5) tWfe-fZ. 
[0 0 9 5] 

fcfttfctt S««r'T -5 m&m^m& £ L d h £ „ 

[0 0 9 6] 

Ts^rv 3 4 JCfc^T, m=S e mod n L & ^ £: m%. 3 tlfc*^ 

v * 5 *\ Ikfflm IZ *f fS b &tt £ ##*f -5 # & £ « L © x it & v * 

[0 0 9 7] 

tizztiztez. ±Mbfecke)ic, m&<Dikmz, m^r^^^x^z^tzM 
fg&§&y;i/=ry xat&3 3£#^mt*&u, -«jc«fi»^ (ra) (Dmm 

0) T iC &MG> m& r )\y 3 U X A # ffl e> tl -5 c 
[0 0 9 8] 

[IBfiE^ (CA) fittft] 
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I (CA) , ?&t>?>n*'&Ummt. ±I©RSA, ECDSAS:^tf^35: 
)Htn-D 0 mm (CA) tt, ««<&Mfc ^*-*&iaM«rfB£ 

l/£^f££#%> RSA (Rivest-Shamir-Adleman) Pf#^^;, ECDSAf^ 
(E CD S A : Elliptic Curve Digital Signature Algorithm) 

i&SM (RA) ©H^-TSHlP^^JC^oT^^a-^&a^LTSi&Sllff L, 

[0 0 9 9] 

$feic^3 $rMv>T^WLfc«ke>lC ^BB«liEW»©^S*tt. IS HEM (CA 
) (DC A-9--A7 1 JCfcoTStt&tU CAf-;<©tt6#S»il (RA) 8 
1~8 5^j|fflt5fi&7^dyXA©giS:^jS#Wfer-yMCtot, W 
£^n-;i/7 2 a~7 2 n#jg#{3*U tlfeS*^ *?a. -7WC« L 

mfiifc^ * %m l tc ^ v a. - ;i/ «, -en © ^ ^ s a - ;kc j: o t nt? «r 

«&*i&r^=fUXA (ex. RSA, ECC) i:f otf^jlS?:^!l, * 
^ai^r*©^BS^SE^S:CA^-A7 1 {CjgiHU CAt-A71tt, ^ 
»*©^M«aEW»%»ff«#«:ffibfe»*M (RA) 8 1-8 5{Ci£tf-r<5„ 
[0 10 0] 

M>M.m (CA) •C&sm^ME^e&fltffc'r 5C At-A'Co^t, mi OS: 

m^rmm-tZo num (ca) «, cAt-;nooi:a»©fi&wjx 

ASrH^ft--5S^ r E^3.-;i' 1 5 0 (HSM) 1 5 0 &C 

^LTHSM^f>^7x-X 1 1 4 &^LT, ^C^lfc«f-^ (04, 

> W^*©^g§illE^$:HSM>f >#:7o:-;* 1 1 4 S^LTfftS. C 
At-zU OOif^ya-M 5 0^©gitt, «^tfPCI/U, £>£V\ 

[0101] 
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cAt-;n oo&, $gum (ca) if — A<D<gm-r z&mm (ra) ©fit* 
zmm-tzRA^mT-tK-x 121, temmummatiiumamztefflLfc 

;£U f-^f<-X>f>^7i-^ (DB-I/F) 1 1 6^LT3tlf)#f 
[0 10 2] 

(RA) 18 1-18 3 ffiSSSE^aSrllffLT 
5^-^12 1{Cfl$tlfeM, *S-V^#S»^ (RA) 181-183^ 

1 1 izfrvntmLfrtemmummzmm-tZo d©Rgs> &s*c**wi, m& 

Ilfcf^ya-M 5 0-xt'(t ^Et/n. — ;i/©H^f "TIB^M^-liR S A, 
E CD S A^^fflf 'J XAlC^o tf ^HfTbt, C A-fr-/-UCigii£ 

t5. CAt-;m, m£&&<D&Hmummit&m+&£* 

w»&»ffK#7tt©»*» (ra) Kmm?z> a 

[0 10 3] 

C PU 1 1 1 tt, ±M©— *©^S?:f!J^IL/, tfcRAM 112, ROM 1 1 
Xm&-?Z>o ££&C, ^fflSl 1 7, ATJgPl 1 8te*-/<-lx-#lC iS^-* 
[0104] 

RAflf-*^-^ 12 1 Of-^M^J&gll 1 (C^t-o RAflf-^ 

^-xi±, ishm (ca) &&mmuwm<Dmfi&m<D$:tf*ifte5&Bm (r 
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[0 1 0 5] 

si i izB-twmz&^x. &mm (rao o o d f^KtitRs 

A*£#3S&JSV*, R S Af J&ICfflV^ttfitt 1 0 2 4 If*; h (bit) X2bZ> 
„ i©R S A**S^fftSf *€^a-^ii.H SM - 0 0 lt&Sit^S 

[0 10 6] 

(RAO 0 0 2) ti, ii&KiURSAf^K^fflK RSAf 
£ICMVN£8^R&2 0 4 8 fc?-/ h (bit) T*&£ 0 rCRSAf^tt, ^£,^E 
ya-;i/:HSM-0 0 2, 0 0 3, 0 0 4(53 o^^^a-jl/^fffifSM 
^*^{C J; y H^f £ ti £ ^ £ £^ L T v^ 
[0 10 7] 

(RAO 0 0 3) & % t b t R S Al^Kil E C Cf 

ifca-esfctcsnjH-rsj^ w^«ecc, r s A^&^v^tifrfcsg 

ECDSAf^S; (Elliptic Curve Digital Signature Algorithm 
[0108] 

&Hff "T S *E >^ a - ;b [;»§f - # ^ /t 9 ;* - # # HJtiftlc^g $ jx 
-^CAt-/^?,fibfc gt^, * £ J; 1>*A ^ * - # left o T 
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[0 10 9] 

hi 2izw&mr-#'<-x<Dmf&mikB? a mum?- m&m 
m & mn-t sf^^a- frnm* izmj& l x „ ® ^ =e =l - ;v xmn £ n 

[0 110] 

&mmx & u , m a « c a -9— *; - ;v & e> ^ u x mum? - # 

Kit, ^^iiE$:ii^u^©iELVA- tzmrnvx. ummm^<D^mm 

(RA) tc^-r^ 0 

[0 111] 

^Ei?^.-;i/ (HSM) ©Jf^Co^T® 1 3 &mi<^XWim~?Z> 0 HSMtf)#*te 
[0 112] 

01 3 iZB-t&OiZ. HSM1 5 0{1 CAt-A'tfflf-flgf^Ufft 
2>mm^y* 1 5 2, HSM|^©Ma»$:^^CPUl 5 1, RS 

A, E CD S A^ifm^©§i&r;b=JU XA^H^-T^Wi&^^^-^l 6 0. 
HSMMI^- (ID) ^WlHSMS^r-^^ibMitt^^'J 1 

53, m&T)i3v x<u<z>m%mm. ^t-zmntzz. ca-f-a^ 
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[0 1 13] 

m^^V=L-)V 16 0H SLifcDS^-y M6 1, m&£f&=L=-V h 1 6 2 
, 7V7^aftIa-^M635:tU MxJ£E C D S AS^7;i/df'J XA&H 

ft-tzm&im&nm 6 r*m^ l ^170 - ic^o fc*£*&3i u rs 

[0 114] 

^ v =l - jv iz ft -t & mfem&mi 

m£ s eV2L-/l<D&*l*tft5&L1L&$KRS A, E CD S A T 
[0115] 

£*T 3 S^a - ^/<D»J9rj#^<7)^ x >y ? & if, J^&SIM £ + Z> 

[0 116] 

Ell 4-01 7 &MV%T*i&»S:»S#S©*i& ; E^3.-^/ , r^bTfiB©* 

v=L-ji 1 leaser u m&v>$&v>m& : £V3.-)\s2.~n\zmm-* 

^fc0W»y7hit MiKCAt-/^RO 
WTtt*^^ £j*«©j£S«»3i&*f?U ttR©***^^-^/ (HSM 



miIE#2 001-3107893 



#200 1—002220 



[0 117] 

m -r Z> «t 3 £ ^ b T V % £ „ 
[0 118] 

*-r, m&j&xkm. w&mmzmn-t z**^- * <DMuzn&o (sioi 

-#-e&£z:£:£5ti§: (s i o 2) -r iE^&;*-^i/-#-e&£r t^asss 
•im^!(sio3) ts. 

[0 119] 

*£*es?a-;i/l (HSM1) MA 

$tiTvx^ 0 ffi^ssE^^it cs i o 5) tkuMtfm&'zs? * 

i o 6) ?&k.foum%m&<n&Um'r-*'<-xic.feffl (s l o 7) u 5 <b 

KIP^©*^*^^®**^^-;!/ (HSM) JC*ifelt'R#^&ffi* 
(Si 0 8) U *BSSgSE£H*T (S 1 0 9) L, 
ft(S110) tit, IM$:lflT, i©^»^eri:S:^t7^; 
Uy^&#*^2?a--«/**6S'»bTlt©#tfa*ft3aJl*TS:flia (Sill) 
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-;i (hsm) izMLxm^mnb. -r^x^m^^^-juzMt^mm^^ 
frtfmr (s i i 2) Lxmmzmr-tZo 

[0 12 0] 

#ac, mi 6zm\*^xm&m<n&fc&m*mfi'?2>m2t = £p=L-)viizte\-f2> 

lfflV7b (CAt-;t) £<Z>fgT**BS|gIE$:m? (SI 2 2) U ffiSISSSEtf 
m&LtcZ.tLlt$kft (S 1 2 3) fcLT#*lt, ««iE«l©«t^TS:fe* (S 1 2 
4) L, iEU<£jaT?£fc££&*# (S 1 2 5) i:LT, f^i^gf/U^ 
(SI 2 6) t5 0 ££{C, ^Lfe#ife«tiltttiE«IS:#MV7 h (C 
A-fr- A) IcSMi (S 1 2 7) I/, (S 1 2 8) i: L T & ifc 

[0121] 

&tc, HI 7 $:MV^T^i&ii<Z)mM^S$:^?•re¥^& ; E^^-;^2~N^Cfe 

, *MV7> (CAt-A) 4l©ra^ffi2ig|iES:|gff (SI 3 2) U fBSfSHE 
tf/fcfcL (S 1 3 3) '£ UT*£«<Z>##*&3IS:i£fT (S 1 3 4) 
U xEL/<«#t?Sfcz:^S:^# (S 1 3 5) tit, &#^Tji*n£*M V "7 
h (CAt-/t) (Ci£# (S 1 3 6) U aHg/«=5&&&# (S 1 3 7) LTflL 

[0 12 2] 

fctc, CAV-rt\z&irt&#km& (i) (hsm) jcfe^sfti 

[0123] 

tL-f* (1) Ss&^a-;!/ (HSM) lCi3ttStt£/«&3IIS*Tl$©»3I&K 
1 8 Zm^XWlW^Za »CAt-A, *W^^a-i^ltSHS 

V*£#, Ell 6, 17t^i, CAt-Atf^^^a-^^lt 
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-#^-XlC&£fr : g;fr£¥!l5£U (S 2 5 6T'Yes) \Z(D^ 7."r 

V "/S 2 5 7 tCjl^, ^-^^-X^e>RA^S(J^- (ID) {CMfS-f £HSM|i 
» (ID) $:MbTMbtHSM» (ID) ^oHSM^l^i; 

[0129] 
[0 13 0] 

S 2 3 3 ^CfeV^T, ^ L 7^ H S M{C^ b ^^gSllliE^*^- ^ ^^1" 0 
^r^lEBm^-^?:^ (S2 4 1) IfcHSMlifMa^^T (S24 2 
) U ^^^II^#$:CA-9--A{C^m (S 2 4 3) 
[0131] 

HSM^Pj^i&^^IE^*^^ (S 2 3 4) LfcCA-^-Ate, feUm^- 
^/<-X^e>HSM^Srj^.{cSo'VNT^IiEii$:^UmL/ (S 2 3 5) , IKUffib 

tc^kum^m^xm^u^m^mn (s 2 3 6) u ^n^^ (s 2 3 7) 

[0 13 2] 

#ClC, X> Fa::/^-f -r>f (EE) , 5£mm (RA) , UUM (CA) KfC^ 
[0133] 

® 2 1 izny K^>^>f t^-T (EE) 3 0 0, (RA) 311, 312 
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, ISSEM (C A) -tf-A3 2 1, |^ya-jl/^oHSM3 3 1, 3 3 2, 
3 3 30f^^'t„ l>Kx>f-ff-f (EE) 3 0 0(1 MI (RA) 
3 11, 3 12 &^UT^0B«IIW*»ffS#S:l8IE^ (CA) ■*-/13 2 1 IC 

[0134] 

z\<Dt%. MUm (CA) ij--;t©RAflf-^^-^{cii@2 1 (a) &C 

&'t*5&7 : -*ifi&mzft* ^^^^-^^-^^^21 (b) iz^-t . 

f-** ? SfiS*lTV>Si:t5. 0 2 1 (b) IC^-TR Aflf-^^-X*^ 

we>*^<fc^K:, uw^RAitt, i^RSA, m&i o 2 4 \fv ham* 

2&, ttSSi&^&^b, S^SRSA, ifi2 0 4 8tf«vh©f^i:, 
f^SECDSA, fc!;R19 2lfyK ^-*p-xx-, .3 
SECDSA, mm 9 2tfy K /\°^*-# p = y y -<Z>#^&;£5£&fi^ L 
, »RA2tDRSAf^$:|||TtS : E^i-;Wj:HSM2T^y, ECDS 
Al^$:^Tt5^i;a-;i/(iHSM3T'feS„ ^SEH^- # X fete 

[0 13 5] 

3©i:e)^^©T, i>Kx>f-ff^ (ee) 3 0 ofr*><D&mmmwm 
mmmtf&&mm (ra) jc^L-rtffcnso *<z>&m&K.-D\*Tmik&m? 

So 

[0 13 6] 

H2 2»c^-rs8«tt, x>Kx>f^f-f (ee) 3oo^e»s»ji( 
rai) 3 1 iizttLT4kffimuwm&ft<&M&m*2nf~mz*-? a a.*© ( 

1 ) ~ (10) «:$&&JE£a*UTV*5 0 J^T> ( 1 ) ~ (10) ©JKIC&3IF'3& 
[0 13 7] 

(1) l>Kl>f^f^ (EE) 3 0 Oten--ifT r -^^^^HliE^##§ 
ffJC&S7=-*&£«M (RAl) 3 1 UC*fLTi£MU ^W«tSEqa«$lfflfc 
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(2) 3£#M (RA 1 ) 3 1 1 Kl>f-ff-f (EE) 3 0 0fr*>(D 

(3) SEW»»frll*€:ff<fc^. 

tEW*»ff5i#tctt. 022 (a) ic^-t^ic ummftftm&^y k, 

[0 13 8] 

(4) afiiffI#$:fiLfcCAt-/t3 2 Ut RAflf*-^-^ 
5:#ibtIi&^tSHSM^t5 0 Zltf>*§-£, 02 1 (a) &C^R 

A^ai-r-*- ^-x^^hsmi «?*i&3feff ^ Vx.-frnv xmm 

(5) C A-*f--A3 2 1 fcfc, HSM1, 3 3 1 K.M ITfM^ £ ffiiJI*- 

02 2 (b) £jiVrj:.3»C, IMW^v^KL £ 
J^bfefE^©^ vM-Vt-* Sr-^tfo H SM 1 ^nr^CDffiSr^nT 

|g & H S M T*& tl «H« & 1" * 7 s - * £ ^ tf»-£ tfi $> <£> . 
[0139] 

(6) HSM1, 3 3 Hi, Si&^^fC^oT, f ^ISHfTtSc d 

(7) HSM1, 331ij:|Mm *4&##&IWMEW*&CAiJ-- A3 

2 1 fCj£#ir3 0 

(8) CA-9— A3 2 Hi, ^lE^-^^-^^^^liEitSr^yffiLT^M 

(9) fcSEtfdbi-rsfc, **«F*^gB«SE9l#S:S#7C©g#M (RA1) 

3 1 1 {CiifgU 

(1 0) m.mm (RAD 3 l lttS«Lfc*i&SF*^Bi6tlEW»S:M*7C© 

i>Kx>f^f-f (ee) 3 0 oizmm-tz* 

[0 14 0] 

#cic, m 2 3 izyjk-tmmt. i>Kx>f-ff-/ (ee) 3oo*^&g»^ ( 
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ra2) 3 1 2izMisT&mmummmmMtfm*i2ntzW%:B'r 0 m*© ( 
i) ~ (io) izmmmziFLr^z. j^t, (d ~ do) <DMiz#imfam 

[0141] 

CD x>Kai>^^x-f (ee) 3 o o\$3--*??-zt£E'£mmuwm% 
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